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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide protection of 
digital contents flowing on a bus of a computer system 
and limit of the digital contents for each function 
module. 

SOLUTION: With regard to a CPU module 111,3 tuner 
1 13 for a satellite or digital TV, an MPEG 2 decoder 115, 
and a DVD-RAM drive 116, an interface part with a PCI 
bus 100 is provided with authentication processing parts 
(authenticators) 1111, 1131, 1151 and 1161 for 
performing equipment authentication, key exchange and 
the like. In this way, providing each function module with 
a authentication function for enciphering processing, it 
becomes possible to efficiently realize protection of 
digital contents flowing on the PCI bus 200 connecting 
between the function modules, and limit of the digital 
contents for each function module. 
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3yf^OflSfS:»<o cPU^^a-zHlitoS 
#-£lCf4, 1(^)77 h!>aiTSrefe^AyT*#ftV\ Sfctt 20 

[0 0 4 3] ^^^ixfc^yfy^ilCPU^^a 
-;H 1 lrtooy^ h^x7MPEG27^-^ (De 
coder) 1113iwJ:ot7^-K^^, ±^ 
^ey 1 12tVGA^yhn-7l 14 £ggS§-&AG 
P (AcceleratedGraphics Por 

t) ^jYLxvGA^y hp-7i i 4\^mhtixn± 

[0 0 4 4] Z.(DX b tC, f^^^yr^^^i 30 
^v^wi^fe3VM4^fg^^-/vi: 1 3 9 4 7^>f 
^/wayr^^oDPf-S-fb • U^ik&MZft o tick 

f9 , I EEE 1 3 9 4/^7. 2 0 0*5ctU ? PCI 1 0 

[004 5] Ifc, PCI lrt^i^^a-zPSI; 
tft 5 c i: iWfg47 y ^ ©SS (— 0<z> 

[0 0 4 6] 0 2lctt, El l ©v^rAKiottSy? h 
*)x7i^- b*$ = T k<D®m*&£tiX^Z> 0 M2\z 

^^TTfo^o IBE*|p]lc|SgJi^t;$ixT*$ixTV^ 50 
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(41 3 9 4 7^^^^^" F!)x77>W^^fc 
5. 

[0047] Authent ica tor 14, 

7^?^3^fy7iftffly7 h4ircor^y^r-i/3 

77/W * t OMT?»SE*a;a^*-5«(0fc«)O«»Sr 

??5o saaiUfci^ic, 1 3 9 4-7'y ^^i i 7(4pc 

l ifo<D&m&*i?=--/i'b 1 3 9 4 7/^^i*SiS 

m^mirz><Dx\ pc i irt<o#«ig*£/3.-/wci 

T^y v^a y/p^^A^^dPC 1 1 )ft<D& 
mm^i?~-^k 1 3 9 ^irSrKffJ-ra-i:* 

[0 0 4 8] H3iCf4, *SliSJf^T^V^H5BiiE^ 

ateitf^-x*©^)H(D--«**snTv^5 0 ^^7 

yy^^ff1"5{l'JC0T^^^#S ource Devi 
c e, Sffi~5ftlJ©T^-f ^^S ink Device 

[0049] Sink Device (4, 41", SL*£ 
ffiotfi@fWf^57^f-ti^y^- (N 

a) ££/&u SBf*t*l:t©7y^f+^y^ 

3r — (N a) S\ Source Device Cl8f -f 0 

LT, Sink Device 14, ft» kftfcKfSS: 
ffl^TN a frbA r £ffr&-f5 0 
[0050] Source Device (4, SL^CSriS 

otSSf^^^^ynftuy^- (Nb) 

k D e v i c e tCj§1~ 0 -t LT S Source Dev 
i cei4, *^^tvfcP^S5:ffl^TNb^^Br?r^J5g 
"f So 

[00 5 1] C Source Device (4, 

j yir-v^ (B v) £S i n k Devic el^5 0 
y-fc-v 5 (B v) {4 S 'AMmt, Na, Br 

[0052] Sink Device 14, ^ yir — v= 
(Av) ^Source Device I^^So t 
-v? (Av) (4, ^M«ir, Nb, A r i: ^(bffrdcSft 

[0053] Source Device (4, A v #SjE 

ir*JWrL-C»BEti (Ak) £^£ c Sink 
Device^ B v ^jE U^fflttR U IE Ltttttfffi 
^iSESftr^^TfcSfc^JWUTKiE^i (Ak) £ 

[0 0 5 4] r .Source Device 14, 
mm (Ak) TWLfc^yhn-/^ (eKx) 
SrSink Device fCig^o Sink Devi 
ce!4, Itf^t^^tfcny (eKx) SrffiSE 
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m (Ak) T*lE*£a?Bfe U 3^hn-/H| (Kx) £ 

ft*. 

[0055] m3<Dmumm<Dmmh<&x*- 

[0 0 5 6 ] #;ic x tsSJtisf^^/^yf^ol 

[0 0 5 7] 3t-^ s l [HlO^n pjcozi^ry 

[0058] z<Dm&tm<DMc#w&m<D--ffl 

0 1) o SfffflxVW^^^t: 0 -^"sj^>'r^^$:&5 
ISWt'U * \zft hX a t°-^F pj 3yfy»ayF 

n-zl^- (eKcontrol#l) £i£{f U gff 

JV*— (eKcontroI#l) £§tt©<5 U7y 
ys 1 0 2) o 3tf-^3yr^S:a5Ci:asT?t 

[0 0 5 9] ft Id, i/X*rJ* I DtcS^VT, ^(7)§{f 

fflx/M 7^i@^3 tr— "spro 3 >-r >y £ft 5 c t 

If/M^^ 1 @<£>*3 t'-pj©nyr>7^3Ct 

hn-/^- ( e K c o n t r o 1 # 2) SriUff U g 
fffflrVW -Xtt^COn V h P— >Mr— (eKcontr 
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o 1 # 2) Z^tms (xry7$ 104) 0 IE©* 

[0 0 6 0] CiXfj^^yhP"/^- (eKcont 
roltfl, #2) IliiJ^L/cJ: ^ iCBf-^fc^ft/c^:/ 

KeKcontroUl, # 2 <Z)Bf -S§*ffcS:j&# , K 
c o n t r o 1 # 1, #2i>mbtlZ>o 
[0 0 6 1 ] Z.<D£o\ZLX, frgfSWx'M^SlC* 

3t°— ^FpJ, i[hIco*3 f— ^jom^o^y^yy^ 
7L 5 T'<<< * 2 EKDSSElc J; o TS^rco n y h 
o— /U^r— iSjK$^5 e £fc, 1 0(D*3 t°— prcony 
x >^©*£fi^5^/<>f l[nJ<Z)*3fcf 

[0062] ^r^sif wf'<<< * t (ommmmtrnT 

-fhh (^7^^3105) , (ftft^fcayfy^ 
(eKcontent) ir, B&7§-fb£;ft/fc=i yfV 
^ (Encrypted contents) i , i£ 
ft 18Jx ' W * ^ ± T 0>§{f ffljx >f^l:yo-K*t 
* h^ff U7^yS106, S 1 0 7) 0 H*^ 

it^tttc^yy'yy (Encrypted conte 
n t s) <D^y?U\a$.s 3t°-^pJ^ lEcO^^t: 6 - 
pj, 3b°— 7y — (75l^"fix*^^i-=3 fc°— 3> ha— 
30 it« (CGMS) dSfflftiiSixTV^So 

[ 0 0 6 3] gfffffl^&TvM^te, n^hP — 

/Mf$8 (CGMS) ^ N h n-/U*-S;I&ftU:'XJE 

t*lx5^t°-^yhP-^)fi (CGMS) iCfifot 

r^y^SSI^JSUfc^^ha--/^*-- (Kcont 
r o 1) $ril^T6 0 ^UT, ^©iitRLfc^v h p- 

/^-j:ffli^:^aoT, etftJW^yry^ 

40 (eKcontent) ©Uif^bSriSI^ U Bt^-ft 

Sttfc ^ yr (Encrypted conten 
t s) ©Bt#{t*»l»i-5fc»03 Vr^^*- (Kc 
o n t e n t) ^4^1"^ Ury^S 108) 0 

^«^yhP-/^- (K c o n t r o 

[0064] C^et^lC, *HJ6Jg«Ttt, a^oft* 
5a»i03^7y^i^«/jt^57 hy-AS:SfS 
50 i-5tttt, SfMiJ^x^W^^&^-i^T^S^v 
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T>yommmcimM&mzfr\<\ * b y 

[0 0 6 5] CCT\ mz.\im5<D£ ?\C S -0(0*3 

[0 0 6 6] ^PS^bf-^^ hV-^A, B<0&*(0^ 
y^SSlcH:, H6^*-*-«t 3^ ttffli-i*-o«3ES: 10 

n (cgms) &mmi-zztifi'e*z>o 

[0 0 6 7 ] C©i5ftl*^hy-AS:, afcWF 

(tv-w.*#i) i[Hi(o*3t o -pro3yxy 

ltol^Tttflff^tf-y^ hU-AA, B2J{*C0BS^fe; 20 
[0 0 6 8] LfciSoT, i7 (a) £ jUTI^S J: 

-SHfciJ-?'* h y-ABlc^^^yycoag^^^^o 

0 7 (b) ic^^nri/^ct 5t-s ^^^#2 30 
f±, fflHHfc-tf-:/* hy-AB(offlF*{t:Sr»Bfti-5fc»o 

f-y^ h y -^B^o^rii^copt^^^i-^^t 

[0 0 6 9 ] ftfc, 

cdtvm * (oaitEicja; cfc ^ v h o -/i^*— &arr <£ 5 

[0 0 7 0] &lc x EI8S:#fl8LT\ 01 OP C 1 ltc 
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b&&mte^^T>yzfzmTz>zk{$x$^\ s 

(Plain Contents) tf^jEMffi/B £ 

5 y k—^-Jfl'* b U-^W^Of^lCfl 

[0 0 7 1 ] ^CT% *HJfe^^T^i, * b Iz-v-rV^ 
-f ^ICttffiffiE^SISFB (Authenticator) (0 

[00 7 2] ^t-ypf^ h^^S^-IfilCO* 

3 t-^7^/^yf^5:STB 1 2 Ji>£>gff L 
"CD VD — R AM Vy^y'l 1 6©DVD-RAM^7 

[0 0 7 3] 1. STB12iDVD-RAMK7-f^ 
116 ^il^fKDMMM (Authnticator) 
12 1, 1 1 6 1 SrttoT, ^ihhf^^ ^moWM^ 

STB 1 2mfrbm^rik£h'X&btlX&%='>' b 
u— /U* — (eKcontrol) ^DVD-RAM K 

7-f^i 1 emx^-^-^M^^y b a— /P*- (K c o 

n t r o 1 ) £r£/£1-5o 

[0 0 7 4] 2. STB12i^BS^tJtlfc3y7y 
(ekcontent) ^^L^fcx^/P 

nyfyyt*HDVD-RAMK7^yi 1 6iC^fb 

[0 0 7 5] 3. ^^{t^tltcfi^^^^yTyyizn 
3t-ny|>p-/i,fS (CGMS) &<SitlX^Z>o 
4. DVD-RAM K7^^1 1 6 fl K c on t r o 1 
t CGMS^ftot eKcontent frh^^y-l/y 
:3 r— (K content) £r£/}Sci~'5o e K c o n t e 
n t tt^*--Cfc5 0 

[0 0 7 6] 5. KcontentTt^kJtlf:^ 
ft^Vr >^ (Encrypted Content 
s) fi*<0£S^^T<B±K!Eft$;ft,, ^JStSKc 
o n t e n t tt#Rli 13 9 CO J; 5 fcir ^ ^ 

[0 0 7 7 ] :ixb¥IP^yho-/Wj:t^t 
CPU^v^a-zH 1 1 \C£^X?tt>friZ> Q (Hi 
0Sr#BaUT, DVD-RAM^y'^ricE^^tvfc^ 
>T> % y (EncryptedContent 
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[0 0 7 8] 1. DVD-RAM Yy4~7\ 1 6 tMP 
EG2r^-^l 1 5£0)BJT\ IBsESrfT^o 
2. Sl^lcE^ftr-'M^^fcSCira^fltBSnSi:, 
S&^kcFttfca^ h n— /U* — (eKcontrol) 
^DVD-RAM Vy^y i 1 6)5^MPEG273- 
y 1 1 5lC^P)tV^ 0 

[0 0 7 9 ] 3. MPEG273-/115ftOAut 
hent icatorllSIT* eKcontroltf) 
WP*^b4r»#, Kc o n t r o 1 jJSfls&tiSo 
4. $m-it^>T>y (Encrypted Cont 10 

e n t s) t mmz^^it £ titc ^yryy (e k 

content) i CGMS^DVD-RAM F7^/ 
1 1 6i^MPEG273-^l 1 5^bWc 
[0 0 8 0] 5. MPEG27^"^1 1 SOAu th 
enticatorllSl T'K controltCG 
MS^b eKcontent (Dti&^rit&M^ K c o n t 

e n t 6 0 

[0 0 8 1 ] 6. MPEG 27^-/1 1 5ft<0D e - 
Ci ph e r 1 1 52 iCK content 2:^£ 0 
7. De-Cipherll52(j:ny7y^= 3 r-[a 20 
9 BlMHfc^ ^7^7 (Encrypted Conte 
n t s) <Dl$'%fc$:M% y t©3V7yy©P lain 
Tex t Sr±/£1-5 0 

[0 0 8 2] 8. MPEG 2x3-^1 lSHPlai 
nT x e t Srx^- KLtiCVGA^y hn~7 1 1 

*ffiK%SSiiEJ80Au thenticato r 
[0 0 8 3] C^i^ (CBt^^/cxv^/^ 

vry^^il^ofiigiciE^^n, *<0Bf*ffc;#Bfc©fc 40 

[0 0 8 4] ::t*B, * h U-v^'M^i b 

TDVD-RAMF7^y^lfc^\ DVD-R K 
UOVy^y\ HDD^tCigfflLTt&^o 
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l4PC0)*ftfc-f\ WttfDVD^U-ttD-VCR 

"f5wi:34ST*#5o *fc, IEEE 1 3947/^^t 
[0 0 8 5] Bf#>fkUTteSISix5 3>r^y(7) 

[0 0 8 6] tto*), ^iti-CM:, =af— ^«J, -0 

[0087] -tc-e, ^-^teasfflis^fe-eji, * k 
^pj, -@c7)^3 ^ * tf— 7 y — ) 

[0088] hi li-tt, *?~?mmmjj&%mfjL 
i-&tc&<Di/x^j±mf$&^£ivx\,^b 0 $1\ ^hy 

- A7- Wi/h^ y Bictt^n £ ixfc5MH»# ir 
[0 0 8 9] Z.ZX^0, t&m if4ttftffi¥C0W« 

[0 0 9 0] x-^ai^'>^xA3 0 ltt* h y-^7 
-^^IE^g»3 0 2 bZti&ftmzmjiirZJi'fy 
^-^353 0 3 kfrhmi&ZtlZo ZZX\ ^yYU- 

V\ 4 fc, BlOIEEE 1 3 9 4^!i 7/W<^ 2 0 0 
^PCI^IO O^if-CfooTt 

[0 0 9 1 ] 7-?»gy^7A4 0 1 tt* h y -i^7 
-^$r§tt*5^Brti-S>So ll^PCl 1 

iCfcV^Ttt, f-zr—ri 1 3, CPU^^a-yH 1 
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1, fe5l>liMPEG27=»-^l 1 S/it^f-^te 
Iy77A40ll:ffigt?)Ctt:^5o *fc* -r-* 
^Hv-^xi^ 0 lllPC(D*4e)f, BOl 3 9 47 

[0 0 9 2] f-«S^T^4 0 1 flUBRlCx-* 

A7 f -^*aa»4 0 3 t*»fe«j*sii5. 

7-^j&I^7 
A4 0 l (O^-^tcioT^feRS^tifc^r 

[0 0 9 3] ftfc, ^^^7^-^aiiy7 h^aiTCO 

w«s:a»atfj:5i-u-ct>at\ mm t 20 
i:T»as*tfcfcot?s>5o c<z>»£iwfc. mm a? 

[0 0 9 4] Ell 3Ktt, * h })—J*<Ds<fry V^ytf 

tawa**^ r^pj , mm ny-** 

$tlT^<5 0 30 
[0 0 9 5 ] Ell 3IC*5V>T*1, 7-^»a^7A4 

-?^yhA, B, C, D^5>*^:SJxT*3 9,.#"r 

m mm^ v y -j*m&titnt i,x$*tLx^zm& 

[0 0 9 6] 7"?®I^^7A4 0 1<DX h y-^ss 
««fl&l£J:!K r-?»I^7A4 0 1 icS^-rs 

r#»j Sfctt rjfejgj cox-^ (^-^ A> 
d) »«ia*t*^&i»^sn«siSix5 0 ^hy-^$'j 

a 4 0 l^csg«$nTV^5^^7 L i^S^±'lff$g^5^^#$ 
2 0 1~S 2 0 4) 0 H&LT^Sftfctf, b V 

-a (^s/H ojaai^fcti U7j//s2o 

5) , ^—QftbtftmStlft^ U7^S20 

6) o 50 
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[ 0 0 9 7 ] Lfctfot, #J;Ltf. 01OMPEG27 
3-^1 1 5\ZT — #iBMi'XTJ*4 OlO^hU-A 

3^7/; (7-^A f B, C, D) <D<£T\ =l—FWL 
fe<D r^ifj Sfcte ic^S-TSx-* (r-* 

A, r-*C) feWT^-Kfe-fctW?^^ m<DT 
(x-^B, x-^D) icoV^Tf^^cOr 3— k*5 

r-^Bcoff^JWMtt^^x^^i:*!?, t 5 -* 

10098] ±ot ( ill 1 ro^x-MS^&f-ry-l' 
h T VjfcSSft ^© <£ 0 1-5 = ^t 1 

[0 0 9 9] 

[38?fl<£«] Et±KWLfcJ;5l:. *«WlcJ:^tfv 

-/v|tt-ofi/^/V3 >-x>yco$iJIS*^J; < HIS, 
[11] tt&<o-£MeMi&iz&z> = ->xt 

[02] |l(D^TAl:fcWy7(-^i7i^-F 
[03] laKO^r^-efflV^tiSaS^iiEiiiU 5 ^ 
[B4] JB]iafc»«o^rAt?ffiffl$*T,5BiE*D!a© 
[H15] (RlllJI»li(7)~>^r^lcigffl$fi57 ::r v ; ^/w=i 
[116] iRmte^cov-^r^lcigffl^^Sr^^/v^ 

[m7] mmmmn^xT MzmmztiZTi?? 
las] mmifcBMtDi/XT-uizmvbhtzx hi--^ 

rVM ^ © =j y r ^ y RffiMifZ SftW 1" 5 fc ft <o m. 

[H9] mnmmnisxTMz.wtrthhtzxvi'-it 

[HI 0] l?l|IIS^^O'>^TA|CgS(t^^fc^ h u- 

w ^ tcfsgk $ ixx v ^ 3 yf isy <Dn±Wsft *Ift 
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[Hi i] ffinteJ8te<oisxTM£mm$h& s T-#m 


* 1 


1 3- 








1 


1 4" 


VGA^y h o — 7 






1 


15- 


MPEG 2f^-y 






1 


16- 


DVD-RAM K5-<y 




[Bl 3] BII lOx-^te^MB^ifeiciS^-^W 


1 


1 7- 


1 3 9 47'li 






1 


2 1- 


ISIIEpB (Authenticate 


r) 


[gii 4] gii ltDr-fmmmxfev&mmm^ 


1 


2 2- 


W*Hfc'«*Hfc» (De-/C i p 


her) 




1 


31- 


SRSEjS (Authenticate 


r) 


[His] is\z^ik/in^imm&W( 


1 


3 2- 


Wf^tlB (Cipher) 






10 1 


4 1 - 


fBUlS (Authenticate 


r) 




1 


4 2- 


Bf • m^tn (D e -/C i p 


her) 




1 


111 


■"HMBEjHi (Authenticat 


o r) 


1 l y^U3>-t: 0 cx— ^ (pc) 


1 


1 1 2 


•-m^itU (De-cipher) 




(STB) 


1 


1 3 1 


—SSEpS (Authenticat 


o r) 


1 ^SfcfiDV;*; An-^ (D 


1 


1 3 2 


-V&fjrim (Cipher) 




vc) 


1 


1 5 1 


•-1RBE8B (Authenticat 


o r) 


1 (D-VCR) 


1 


15 2 


-a»ft«B (De-cipher) 




1 1 1 - CPU^^-^ 


1 


1 6 1 


—SSElB (Authenticat 


o r) 



l l 2-"±^^ey * 

IB 3] 

Sink Device (a) Source Device (b) 



Av^IELt^ffilS 
U SSSE«(Ak)£ 
ft* 



Natf$2*«>&ft£ 
ligai;:j:»JAr£{1;3 



Avte&Haj*£Nb,Ar 



Bv#*]EL<^*ttB 
U gigaE»(Ak)£ 
ft* 



eKxSAk?BS^£ 
-^S(Kx)£ft3 



Request Authentication & 
Random challenge Key (Na) 



Return Random challangn (Nb) 



Send signed response message (Bv) 



Send signed response message (Av) 



Send encrypted Control Key (eKx) 
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00 
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y 



(16) 



ftmW-l 1 - 3 0 6 0 9 2 



tiu: 



[me] 



S 1 0 1 



( 



S 1 0 2 



111 



S 1 0 3 







Yes 












8BwE(DtfT 





S 1 0 6 



9ft 



S 1 0 7 



si oa 



; i 
* . * 



I 3 > 



[mi 2] 



* MJ~AAJBftfettfi 



I X MJ- 



[85] 



rrattr-^xMJ-A 

A 



B 



y-AA : 1 GK&fr^ e-*J/*F§«X 

[89] 



DVD-RAM>t^7 



Gap 


Sector (^X7-Aftfgft6&fti«) 


Gap 


Sector (i'^AttttifrStKi*) 


Gap 








\ 





CGMS 
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#P^¥l 1 -3 0 6 0 9 2 



[87] 



flHHb 

X MJ~A 



X > |y 













(a) 



(b) 



[Bl 3] 

B C 



4 0 1 



[13 8] 



CPU 



,\ 1 1 



Authcnticalor 
i 

Kcontro! 












• Icemen t 
•COG 


< 






* Encrypted 
Contents 







199* 



Authenlicator 



1 1 7 
^ 'eKccntro 



^1 S 



Ctph«r -w12 2 



I " Encryoiod 
i Ccntonta 



j IEBE13M 



[HI 1] 



4 0 1 







3 0 2 

\ 




3 0 3 





























4 0 2 


4 0 3 
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[010] 










MPEG2 


1 1 1 






Plain Text 

r— t 


CPU 


115 1^ 


Kcontrol — 
t 

Authorities tar 


Keen tents 
De -Cipher 



PCI 



'I 1 5 



-115 2 



7 - oKcontrol J 
10 0 • oKcontent | 



1 1 6 I- 



Authentic* tor 






t 






• Keen tent 


• Encrypted 




Content* 


DVD-RAM K9-f 1 



-vl 1 6 



[Ell 4] 
1 



]}^S2 0 1 



S2 0 2 



S2 0 4 

No 




-S 2 0 6 
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[mi 5] 



PC 



MPEG 
Dacocter 



CPU ^4 



PC I 
2 0 



1394 



1 0 

ISEE1394 ^ 



De-/Clpher 

STB 
5 



DVD 



Cipher 



